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'.:;HEADQUART~RS UI;IITED STATES AIR FORC~ 
;' "'/ . WASHING~ON 25: D.C. . . . 

..... Satellite to. Ground Encryption 

AFDRD-ER" 
. , . . . 

1 •.. The attached correspondence has been held in AFDAT without action. 
C'6ruirming conversations between Major White of this office and Major 
Giraud, AFCIN, and between Major Giraud and Major Bensey of your office, 
it appears that if action is to be taken on this correspondence, it 
?hould cane from your office.' .' 

2~MajorFloyd, AFDAT Project Officer, is not available for consulta­
,t:l9nat this time, but he has expressed the fact that AFDAT does not 
want to establish a file on this subject. 

3. .This letter is unclassified when removed from attachments. 

10 Atchs: 
1. AF IN 50209 fm USAFSS .te1 
2. AF OUT 64224 fm AFCIN-ICI ~ 
3. AF IN 15720 fm USAFSS tar 
4. AF IN 1414 fm AFBMD (U) 
5. Ltr fm AFORQ-RN to AFDAT ~ 
6. Ltr fm AFORQ-RN to AFCIN (:;;1 
7. 1st Ind fm AFCIN-IC ~ 
8. Ltr fm ECD to AFDRQ ~) 
9. Ltr fm AFCIN-ICl to AFCRQ ~ 

10. Ltr fm Sys Eng to W. Fromm (20 

Colo" 1, US_'lll' 
Cl2ic -:". Co,:",;-·Hl-y"i r-qt - , S S--'-'';' D·" .,' ,,,,,L,·"''''',,olO.l, Y;oLoms IV1Slon 

Directorate of CommunicCltiOI1;i~Electronics 
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AF IN 50209 (22 Jan 60) 

ACTION: ORQ CHANGED TO 

INFO OAC 

STAFF MESSAGE DIVISION 

T/R/hph 

(Maj Floyd)(5 Feb 60) 

AC - PARAPHRASE NOT REQUIRED EXCEPT PRIOR TO ,CATEGORY B ENCRYPTION 
P1[[SICALLY REMOVE ALL INTERNAL REFERENCES BY DATE TIME GROUP PRIOR 
TO DECLASSIFICATION-NO UNCLASSIFIE D REFERENCE IF THE DTG IS QUOTED 
DE RJWFKW 
R 2123011-Z 
EM USAFSS 
TO COFS USAF 
BII' 
C Q U F I I> g ~r g; I A I. FROM ECD/21-1,-0212. 

ACTION AFDRQ. PLEASE PASS TO AFOAC~S/C FOR INFO. REFERENCE 

USAFiSS LETTER.9 SUB,JEeT ~ ke) QUALITATIVE OPERATIONAL 

REQUIREMENT FOR A SATELLITE-TO~GROUND ENCRYPTING DEVICE.9 

IW;;ED 10 SEPTEIVIBEH 1959 c REQUEST THIS HEADQUARTERS BE 

ADVISED OF' STAT':JS CE' ABC}\iE REi';'ERS)Ji,;ED D2:R. 

BT 

AFH Q 22 Ffu~M 56 0 -309a 
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ACTION 

INFO .. : ' 

FROM: 

," .', , .. >:::.; 
" , 

":r-' 'f 

Reproduction' ot" thi s message in whole or • .1.p 
pa:rtls prohibited without approval of' the 
office of prill18l"Y illt.rest. tSee HOI 10-.6) ... 

..... ' 

INFO: ~aa 

AJ'SS IT MEADE I, 

SUPl?ORT' Foir DIsCavERmR. ASSOlam O'lliERAFBMD ~ PR,OJEcrm 
.' ""i ," 

:,:,;' . 

SUPl?ORTJ WE' FOLLQ1r.tilll nw'OnMATlON IS REQUESTED: (A) PROJECT .. 

EDSc.aEl7JtE OF 'SATELLITE ,LAUNCJIti1S 0 (:6) FREQUENCD:S lOR 

110HITORINGmr.rnrarrST.(C) ·PROJECTED ORBI'L'S. (D) ADDm.!:Ssn:ES, 

Fon ImPORTING AND .~ ,PRECE.DI!:m:m. (:I) !J."YPE OF DATA 

REq.ti:mroFR(];i;RADm. BECEIPl! or mIS INFO JILt, ~ ADVANmJ 

PUJ!1ITING ,FOR$A:Rat AND' :REPORT.ING ,PR~ 1 P.R:mPMDG 

l'JECESSJ\RY DIRECTIVES .AND ~ AQT:tJAL SO'PPORl' A:FSS CAN 

PROVIDE. 

SYMBOl.. SIQNATU~ 

AfCIN .. 1Cl 
W TYPED NAME ANp TliTLE. (~i(i"..."llIr~. y ,,,,q~Ir~J! 
~ 

TYPED {or Jla'mpeJj NAME AND TITLE 

~ PHONE 

R 
I PAGE 

NR. 
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llefff~'1c e~S,{ .:;;}i~t~ :, ........ ; .. " . 
a ••. - GOR '80:-:2 ;-.~pa.ragra.ph .'. K.:l:'. a~, 

.>.,', ,'",',' .: ',', 

, , : <:'::):'<.', '~:-.;.;'.~.~, ',,: -" j '. ·:::~~~:;:\;:~'~;,,::i:;.:'~:~;:~:""~:\ :' <~i/;',:- ::; , ", 'J'~":: :·:·.l~! t:, .. ;~' '" 'y~', \ > "',:)"',.. 

.• :..b~./-QORfor'8ate ".:-,:1r61lnd·Ehcrypting Device" 'U8AF8S"dtd .. 
li 8ep59" .vit.h:).ricj§'r~s'"ni~ht:'bY A~P~N" :d~Ci<J9,.:pct 5?~-- (Atch#l) 

::. .' ;'( "'fle,~~~'f?f'~~~~{2¥6i1~ "~~c~;~t~b~~rie~i~~,'Jo~'~~~§, dtd1~Oct .. ·· 
wlth-attac:hrr.ent~ .'. ~;,#2).;;,'.,,;., ':"!{,i":'.-··· "',' ,,\,,~,: .. 

. .. , ," ,', '" .. , ... ·f>::,J, ,!"~":\· .. \r:,1Xl:~ :'~·,';·'~':·;·:"::\·~r:··~':~:j.'::~;·'~~·>'.>"~·:":'f','_.:.'.:{:.~,_" ... :~. ,:.,:,,:~:~::,.,.,,(.;. :"' .. ' "'"" <.,~ . ~ .". ' . 
. 2." ·.The "recJUiremenVfOf?'seture-transmissioh' bf data'from the •• electroc-
'imagrietic\,e"rsion of SAHqS' i.s· c6nc~din,bythis office and,;was'ill~-' 
:,c1wied in"paragraph!K~t:.a~::ofaORB6: ... 26p'26Sep'8.'"., '. 
:·t~':)';';:·:A:':;: .. ',> .• ';:;':'.'".>' .... '.: "', .. 
'3.' Since t.he GORalready :states,th~baslc requirement covered by 
'USAF$Silj,their<:Q.OR.,. nb', aJ1iendni~ri(;;~?':, ~pe,(J()~ is deemed necessary. 

,:' ,'. '>,' '"~ , r .~ :.; '. :':'::,'. '" •• ~ " ',~ •• : •• ":" ... >:-~ .':'~'>-:;.; :~:: ri'.,~' :~~ ": ':::,.-:\~ ,"',:'" :;'<'" ,'" .' .' . ". _', < 

'" 4~, " Recomm,end de"~l~pn1en~aifad~i~~,~~',in.s,~re,,cpmpliance· wi ththe 
'QOR beini tiated'by'yourofi'i6e~:·:_:··:i:;" ,. '. 

...' ··//Y'·· '. t;:'~~-
:W~'-D 

. -Colonel, USAF .... , . 
. .. ' Chief;' Heqonnaissance Division 

.... D/Operational Req\lirements 

~ ... _ ... , :; r- ". " 

f'.J Jl {'>:-J/'o .•. : 

. . .. . ~, . 

"·2 Atch~ 
'1. Ltr to AFCIN, 17 Sep 59, QOR for 

,aSa~ellite.~to-Ground Encrypting Da- . 
. <vice, and 1st Ind fr AFCIN, 16 Oct 

'59 :,'same 'sub j (SS: 8271) Orig & 1 cc, 
1 pg ea; wjuSAF8SLtr, 11 8ep 59, 
same ~~bj ~ Orig & 1 cc, 2 pgs ea 
(88:7172), .'. . 
2'., ,':L~rfr AFCIN~lGl .. 16 Oct 59,· 
';Ericryption Device 'forSM108,Orig 
&1 cc,~pg ea; 'w/Memo dtd 14 Oct 
59,Orig & 1 ce .. 3 pgs ea (38: 8272) 

,Copy to: AFCIN-IC 
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-SC:Cint= I ." ~ 
,.. ," .. DEPARTMENT OF THE AIR FORCE 

HEADQUARTERS UNITED STATES AIR FORCE 

WASHINGTON 25, D.C. 

• REPLY TO SEP 17' 1959 
ATTN OF: AFORQ-RN 

SUBJECT: }If) Qualitative Operational Requirement for a Satellite-to­
Ground Encrypting Device 

TO: AFCIN 

your comments on the attached letter per routing by originator. 

[L.Lt ~t.-L "' .... -------------. 
1 Atch AMES A.' SHANNON 

Lt Col, USAF 
De~uty Chief, Reconnaissance Group 
D/of Operational Requirements 

USAFSS Ltr, dtd 11 Sep 59, 
subj asabv, Orig & 2 ee, 
2 pgs (3) 

(" . . .•.... --- . - - . --.......... '"--.~--. .-._' _. -. -----.. ~-- -.- . 

SECRE~r 

Approved for Release: 2017/08/16 COS0999S0 



Ltr, AFOAC-S/O,' SUbject: (U) Satellite to Ground Encryption 

tWL 1 4·1900 
l.~",." .. ,'1 

1st Ind (AFDRT-ER) 

TO: AFORQ-RN 

The requirement expressed in the SeC1lri ty QOR for S:AM)S has been 
overtaken by events. Specifically, there are no known plans for 
operation beyond vehicles containing the F-2 sub-system.. The 
program for vehicles containing sub-systems F-l and F-2 could not 
be delayed to satisfy the security requirement. 

Qrl 
<;'S (7s-1 

i:i.~;',"'L.' CeNr;DENTIPJ 
v/n cn fS DIJ ~:i..-C ,.; 

f:J r.:3;.:;:cfl ed (LclustH'GS 

DDC- 7-'2..98 
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:;.: .:: _:. 
• ,l~ 

HEGRADED CONFl D E NTIAL 
wh~rL/i~ha~;-~t~c1" .... .. ' 
classified .... ,,·'V-I..uu 

. the $e~~.i.tYQOR for'~SAl()g:;ll~sbeen ' . 

.L\Jl"......~..Y· , there are ilokll6 .' '. ..·tOr. 
... cu. ...... &I.«,'the>F~2sub~System.;(,'rhe' . ' 

aU~sYstemp F~1ruid."F';;;2cOU1dnot':: 
;SE;ioUlrity reqU:1remtmt. . • . ,. '.' 

,;':. 

~',. " 

,;.", 

__ ..... _ ..... ___________ ~A~p:.t:p~roveC!lor Release: 2017/08/16 COS0999S0 
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: Ltr AFORQ-RN dtd 17 Sep 59, subj: (0) Qualitative Operational 
Requirement for a Sate11ite-to-Ground Encrypting Device. 

I 1st Ind (AFCIN-1C) 

Headquarters USAF, Washington 25, D.C. 
1 6 OCT 1959 

TO: AFORQ-RN 

1. The QOR set forth in basic communication is supported and concurred 
in. The developments of the capability identHied in this QOR in 
relation to SM10S should not, however, delay or impede programmed flights 
of vehicles containing the F-l, F-2, F-3 or F-3a sUb-systems. Develop­
ment of this QOR should be programmed into F-4 and follow-on vehicles. 
Satisfaction of this QOR might also have some applicability it). securing 
the man-in-space program. 

2. It is believed that this device should be incorporated into the 
requirements for sub-system H. 

3. AFBIvID is being queried as to bit-rate of both digital and analog data 
to be transmitted from satellite to ground in all sUb-system F vehicles. 
Your office 'i¥ill be furnished the infoTI11ation immediately upon receipt. 
This information ,¥ill furnish guidance and realistic requirements for the 
development of encryption devices. 

HAROLD E. WATSON ~ 
J~AjOR GEHERAL, USAF ". 
DEPUTY ASSISTAtn CHIEF 01: SIAff~ 
. INTElLIGENCE . . 

1 Atch 
n/ c except 1 cy ','r/ d 

/1-1 Gfu 7 
f}T )-35'.;;V 
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R-O-1888-3 

ST-J-1-331 

MEMO TO: W. Fromm 

FROM: Systems Engineering 

DATE: 14 October 1959 ' 

SUBJECT: F-l, F-2, and F-3 Vehicle Output Data Characteristics 

This memo documents the characteristics of the output digital word 
from the F-l, F-2, and F~3 vehicles. 

F-l Vehicle Digital Word Data 

Bit Rate: 

Word Length: 

Spacing between Words: 

Bit Width: 

Amplitude: 

Signal form: 

F-2A and F-2B Vehicle Digital Word Data 

Bit Rate: 

Word Length: 

Spacing between Words: 

Bit Length: 

Duty Cycle per Bit: 

Amplitude: 

BKc !5% (from recorder) 
4Kc nominal (real time readout) 

48 bits 

24 bit minimum 

62 !12 microseconds 

II one lib it level '!,6v to t12V. (Bv nominal) 
t,tzerolf bit level _6v to -12V (_Bv nominal) 

Three level return to zero. 

10Kc ~20% 

50 bits and 5 milliseconds !20% 

3.8 to 10 milliseconds 

100 microsecond !2o% from the leading 
edge of one bit to the leading edge of 
the following bit. 

40 to 65% 

"onen bit level, t 6v !la% 
"zero" bit level, _6v ilO% 

F-3A and F-3B Vehicle Digital Data Output of Digital Recorder 

Bit Rate; 

Word Length: 

Spacing between Words: 

10Kc i20% 

68 bits and 6.B milliseconds !2afo 

3.8 to 10 milliseconds 

Approved for Release: 2017/08/16 C05099950 
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Bit length: 

Duty Cycle per Bit: 

Amplitude: 

Signal Form: 

lOO microseconds !20% from the 
leading edge of one bit to the 
leading edge of the follOWing bit. 

40 to 65% 

"one" bit level" f6v !lO% 
'.'zero ll bit level" -6v !lO'% 

Three level return to zero. 

F-3A Vehicle Digital Track Output of Analogue Recorder (double speed readout only) 

Bit Rate: 

Word length: 

Spacing between Words: 

Bit Width: 

Amplitude: 

Signal Form: 

68 bit and 3.4 milliseconds nominal 

4 milliseconds minimum 

20 to 30 microseconds 

"one" bit level" f6v !lo% 
"zeroll bit level, -6v .!lO% 

Three level return to zero 

F-3B Vehicle Digital Track Output of Analogue Recorder (singe speed readout) 

Bit Rate: 

Word length: 

Spacing between Words: 

Bit Width: 

Amplitude: 

Signal Form: 

68 bit and 6.8 milliseconds nominal 

8 milliseconds minimum 

40 to 60 microseconds 

"one II bit level 
"zero" bit level -

Three level return to zero 

F-3A Vehicle Analogue Output of Analogue Recorder (double speed readout) 

Performance figures are not available for the vehicle recorder only. 
Data below is for a vehicle-ground recording system. Since the vehicle recorder 
is read out at double speed, the frequency chal'acteristics are at least double 
those stated below: 

System Frequency Response: The overall frequency response of the 
system is such that for an input signal 

flat from 30 cps to lOOKc, the reproduced output signal is flat within fO.5 db to 
-J..·5 db with respect to the response obtained at 30 Kc. 

SECJ?Elf 
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Signal to Noise Ratio: The signal to noise ratio of the air­
borne unit is less than 40 db peak to 

peak signal to RMS noise measured over the full rep~oduced band width., 

Output Signal Amplitude: 

Outputs: 

1.2V peak to peak maximum 

Two analogue tracks are read out 
simultaneously. 

F-3B Analogue Output of Analogue Recorder (single speed readout) 

Frequency Response: 

Signal to Noise Ratio: 

Output Signal Amplitude: 

F-3B Signal Characteristics 

12 Me wide from 1 to 13 Mc 

The signal to noise ratio of recording 
system consisting of the vehicle re­
corder and its complementary ground 
recorder is no less than 35 db peak to 
peak Signal to RMS noise measured over 
the full specified bandwidth. 

2V peak-to-peak, nominal 

The signal pl8\Ved back by the airborne unit is a composite and compounded 
signal requiring two channels each 12 Mc wide for transmission to the ground unit. 
The output from two alternate heads on the scanning wheel of the recorder are 
switched to one transmission channel; that from the other two alternate heads on 
the scanning wheel are switched to the other channel. In other words, the output 
from from heads 1 and 3 is carried by channel A and that from 2 and 4 is on channel 
B. This gives a time sequence of l-A, 2-B, 3-A, 4B, l-A, 2-B, etc. There are over­
lap periods between the channels. corresponding to the overlap periods on the tape. 
These overlap periods accommodate the time reference bursts. The time reference 
consists of 25 usec bursts of a 4 Mc time at the start and end of each segment of 
data. The data is frequency modulated with a center frequency of 8 Me and sidebands 
extending from 1 Me to 13 Mc. Each segment of data plus time reference lasts 
approximately 725 usec. The black period between segment is approximately 525 usee. 

FT/GS/jhs 

cc: F. Tenenbaum (6 copies) 
J. P. Thompson 

F. Tenenbaum 
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.·."<13 .. g,l"~""l&Q 
.' . :::::'~~,~" . 

f; ~,.'(s:ee!:!!) . : <' .. :U .. such . a, • c~n,·;b,~,de.~~loped b)1,pptober., . 
·1.9~O. it: ts'P:r() .,. .at.#ie,dev!ce f:tcatlons~"thereof·.wWl<l ('be, ;7"~j: :I/ii','.'·' 

'9~~~~' aU f.ede.V.h~;.~::~":~Ollrtcbeda~ter ,~~.t4ate;,,}fr;~r~1[f;;;~~(t§::'li:i~j~)2'+ 

"'~:'~~CR~~;>,,,£~~.;;,;;\t:;~~ ~'~'~(J)~ 2'. r,i,., ," 
Approved for Release: 2017/08/16 COS0999S0_ 



.. ·:"~f:;J~,w.a1:);,:p~~(l~ce\G~1i!bll~~~~$l!4t:!l[edf ···.·tb,e ' encrypt~~'\ 
. · ";(levies'wIHf be9.~p~tible :W1th ;f.J;tetntlG,tin8'~S'" l11L ,$AMOS tam r 
" qo.llection . .... aaton ;":';'I,tmust ~1s1) be cQmpat$.ble ,the 

,.::~V~ntdtil tnOdtf.. ionstit .... .;bY"ttitegt~ttonor~· (ioMl:N't co;l1.i~t1..07:i':~i, 
~"ty. ;~·~n~~,~. 4ec.i~~on\~~,t~edes~eeof int~grat:l.Qnt~:~~· •. '~"""," 

, , d on fmy$pe¢.':1:s;:.t¢,S~p~veb4-cle h~s U$t yet bean reached~' ,.' 
" ," U8AF~$ ld .. U supply NSA 11!tb lnf$rimt!on m speoific performance 

," ' 111t!es reqU.tr~d of tb~ enG~yptiQn devlee as the project develops 
'~i!ct,~equ~!it.~~ts~~;~ kn~. " "">::"'/~":,,> 

, '1. ,(.~T)' Add! t1onA1Performanc~ To j»:ovide ' 
'~~,f+e)l;:f,.,btl:~~Y" the~nc+ ,'.' ' .. , .,",' . be developed, 9ri a' , 
~dutareQrist#uettQn basis and b'e,~lbtpi.#»~Be. rather than. 6Pe~:ln11~ed* 

",if ,at-loh ,veraatu'tt, can be'Qbta:lrtedwlthout'a serious time sactif:1~eli. 
~"Wh4 mOdular'~c;.ms tliU¢ Uon charac tetis i:l,o' is ' destrab Ie as the 9At«>$:-, . / 
.~9~rtim'dl1,~ave;.11 encryption r~q~t):~~~'for d!fferetit :tat,~~fQf . 
'~i:an,.~" en~rypt:i~.~sthe prO~J;'amPtQ8te8s~S tina additional re' ,. i$s(1ll~e 
(j'hp-abtU.deg~r(r(ievaloped~ Althoushtha .lnit1af enoryption tequ. ~ep1;··· < .•.•. ' 
h tor .a digital t:ype signal, an eventual enalog encryption capabi:U.:~t ' ..... 
Is also desired.' . . 

1 
! 
i 

, 'Co~LIU8 E." McnRAYER 
.• !Colt)m~l. USA'· .. ; J 
Dosl e~ieatiOl:U~ .. Electron1os 

,"., 

" I'" 

, .. , ; 

'. '.;:;.~ . .' ,. ", 

:~; , 
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Ltr" AFOAC-S/O" 12 Apr f:IJ, (U) Satellite to Ground Encryption 
" , , 27JULJ9S0 
2nd Ind (AFORQ-RN) 

TO: AFDSD-AT 

1. Do not concur that this requirement has been overtaken by events. 
Although the F system launch schedule has been reduced, this office 
knows of no current guidance which implies cessation of R&D to meet 
the specified (SOR 80-2) ELINT and COMINT objectives. 

2. Request you proceed to include the capability covered in the USAFSS 
QOR in the development program" since this capability is already stated 
as a requirement in SOR 80-2. 

3. Your attention is invited to the attached secret'message from USAFSS" 
cite 19-7-241, dated 20 July. Request you take action on this message 
or the reasons stated in paragraph 2 above. 

w. DYER 
Colonel, USAF 
Chief, Reconnaissance Division 
D/Operational Requirements 

I X / 

-, ' 
/' 
/' 

SEGRfJ 

11 Atch 
1 - 10 n/c 
Added 1 atch 
11. AF IN 53464 USAFSS 20 Jul fJJ 
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FOH SAMOS,f~2 DIGITALTHANs' .. ' 

"ij'iAT E" SAMOS 'COM SEC p~~BL.b'l:~'iiiG'~·T'i:L;:,; 
"",1,.-: '. '\",,',;' .1. "r. 
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