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- of significant military and economic intelligence value. This
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‘1. ° BACKGROUND

a. During the past year the NASA has been rapidly
accelerating the study and planning activities for its Earth
Resources Survey Program to evaluate the feasibility and
practicability of using satellite systems to observe, measure
and analyze resources and changing natural and cultural condi-,
tions on earth. Although this program involves the use of
bmany different types of earth sensors, by far the most important
‘and widely applicable sensors in the proposed NASA program aré
photographic ‘in nature. The photographic sensor capabilities'

required by NASA, at least in the long run, generally overlap

?' the quality of sensors used in the NRP and would provide data

Cy

had led to serious concern on the part of the DOD over the

impact of the NASA program on the security and viability of

:

the NRP.

b. At the May 6 meeting of the NSAM 156 Committee . =~

- which was convened to consider these problems it wés agreed

that the "NRO would undertake to evaluate the risks and costs
of partial disclosure_of surveillance capabilities (not of the

NRP per se), with particular focus on the implied surveillance
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capability of NASA's desired programs and the security implica=-
‘tions of release of space photographic products of high resolu=~
‘tion, and on the security of technology of space surveillance.,"

2. RELATIONSHIP OF THE PROPOSED NASA PROGRAM TO THE NRP

a, Sensor Type and Quality:

. : (1) 'Photogfaphic - NASA has defined as its minimal
requirement for the initial phases of the orbital experimental
program beginning in 1966 the following sensors:

Multi-spectral synoptical cameras - 30 meter resolution

Wide~-range spectral scanner - 200 meter resolution
These sensors, if held to the minimum resolution requirement,
would be of considerably lower quality than any optical systems'
in use in the NRP.  The plans for 1971, however, contemplate
meeting resolution‘requirements which will involve the best

. technology of that time period. Since the best technology in
camera optics which is likely to be available in this period
will be that which is employed in the NRP, there is implied a

virtually complete declassification of NRP sensors or a parallel

development of sensors of equal quality.

(2) 1Infrared and radar sensors - Such sensors are

not currently in use from satellites in the NRP, although some

2
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have been used in aircraft, This is because the available
resolution from drbital altitude would generally provide data
of limited value, although with respect to certain specific
intelligence targets (such as a large underground installation)

IR sensors would be useful. In general, the technologically

" available resolutions which are proposed by NASA are considerably

poorer than the photograghic requirements discussed above.

(3) Radar: A synthetic aperture radar of the type
listed in the NASAAinstrumentation specifications has béeﬁ flown .
in a satellite'experimentally by the NRO; the radar was operatea,

however, only over the United States, Although it appears that

-~ certain useful results could be obtained over denied territory,

the requirement for active electromagnetic illumination which

.is, at least in principle, detectable has inhibited any plans

for operational use of this sensor.

750X1

(4) Non-image forming sensors: The NASA plans

also include sensors such as magnetometers, radiometers and
gravity gradiometers which have no counterpart. in the NRP and

genérally do not provide information which is directly of
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intelligence value but which may in some instances have

applications of military value.
| b, Orbits:

| All of‘the NASA manned space flight programs up
to this point (Mercury and Gemini) have been flown on orbits
below 30 degrees inclination so that no overflight of the Soviet
Union occurred, althoughIChina was:overflowna' The proposed

NASA natural resources survey flights which are planned to begin

in 1969 will involve orbital flight inclinations up to 48 degrees.

These flights will cover only the most southern part of the

Soviet Union,‘but this éovérage will cover some of the most
significant areas from an intelligence standpoint, namely,
Tyura Tam, Kapuétin Yar and Sary Shagan. It is further planned'
that later in the ?rogram polar orbital flights will be under=-
taken. These will completely correspond to the orbits used in
the NRP and will provide global coverage of all denied terri-
tories,

¢. NASA Program Phasing:

(1) Phase I: As defined by NASA, Part (a) of this
phase, which includes analytical studies, laboratory experiments.
and development of aircraft flight experiments to define the

signature characteristics of the phenomena involved and the
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sensor characteristics required for remote observations does

not. directly relate to NRP activities as long as sensor considera=
tions are limited to examiﬁationfof desifed characteristics

rather than evaluation or design of specific sensor configura-
tions to meet these requirements, .Phase I (b) which contemplates
examination of data to determine its applicability to stated |

requirements and methodology for its use raises the question of

what data already in the NRP should be released for this purpose

since essentially all the available high resolution photography
from space is the product of the NRP and is subject to TALENT/
KEYHOLE security controls,

(2) Phase II1: In this phase, Part (b) which
contemplapes analytical studies and planning of space instru-
mentation systems to obtain and'process the required data |
definitely involves close interactions with the NRP and raise;
questions concerning the;re1ease of highly classified equipment
for unclassified NASA programs.,

(3) Phase III: This phase involves principally

flight tests of instrumentation systems over calibrated target

- areas. Lf such instrumentation systems are limited to those

required to obtain the desired resolution from airplane altitudes,
NRP satellite equipment will not be involved and the required

instrumentation will, at most, be affected by classification -
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at the military '"Secret' level,

.(4)‘ Phase IV: This is the orbital flight phase
and its initiation will involve, iﬁ.increasing’degree.as it
progresses, overlap with'NRP actilvities.

3. RISKS:

a. The assessment of risk is necessarily a subjective-

matter and the impact of the NASA program will depend on many

factors which are not presently well defined. Probably the

most important of these is the international environment from

1969 onward. For purposes of this assessment, however, it is

assumed that the present environment will continue with no

significant change. 1In this enviromment it appears that dis-

closure of U. S, capabilities and intentions for orbiting

reconnaissance quality sensors could serlously jeopardize the

security and relxablllty of the NRP. It is difficult to deflne
‘a precise resolution at which point this problem becomes serious.

‘However, it appears possible to define a threshold  of resolution

o o3

3

at which orbital data collection would provide information of

military intelligence value over a broad spectrum of targets.
(For certain specific targets of isolated nature such as a very

large radar antenna or an airfield location even resolutions
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poorer than this threshold value could provide some military
information). For the broad spectrum of military intelligence
targets, the threshold appears to be at.a value of resolution

i

between twenty and thirty metexs. It is not clear whether

this threshold for military target information relates closely
to a threshold for political sensitivity.
b. It appears that the risks involved, particularly

i

those affected by international political factors, must be faced

3 3 £33

whether the U. S. reconnaissance activities are identified as

a NASA "‘peaceful" program or not,

c. The risks may be divided into three major categories
‘4;as follows:

(1) Internmational political: The stimulation of

ill-timed discussion of space reconnaissance activities in the
international arena could produce unfavorable reactions from Vo
neutral, hostile or evenAfriendly nations and could confront

the Soviet Union with a condition in which it would be forced

to take a hard position on observation satellites. Among the

agitation for imposition of international controls on satellite
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.. observation activities, or proposals to comnsolidate national

e

“ fsatellite reconnaissance.activities into a single internationaliy; f
f:;sponsored and ;on:rol}ed'pfogram,l It is concei&ébie that the
iattef proposal would be coupled to a stipulation that photog-
‘?‘:raphy in the2international'prcgram would bé limited to specific%:?':

.f;'areas approved by the nation being overflown. 1In any event,

‘*""ﬁthe~legality of the existing U. S. program could be called into V;Z‘

..question at the outset of any international discussion.

(2) Passive control measures: Public disclosure

v

“7fof the scope or quality of current U. S. satellite reconnaissance .

: " activities could lead to cover and camouflage responses from

bu'nationsvbeing overflown. Whilé“suéh activities would probably

‘not be feasible-or'adequate to cover the larger installations,

’ ﬂfﬁit might be very successful in denying us the kind of information

With the present’ KH-7 much effort is éxpénded in?anaiysis E
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- type exemplified above. The KH-8 with its

lfﬂlf}of large ObJeCtS.
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;fa;trackfeapabilities;adequate for an anti-satellite system. :

be achieved utiliZing a terminal homing 1nterceptor,.

~of photography in an attempt to derive information of the
improve= .-
?ment_in resolution will make possible the derivation of even

. more information of this kind. However, as the resolution be=

for technical intelligence targets, to camouflage or cover the -

fine detail hard though it may be to cover the gross outlines

(3) Active countermeasures: The Soviet Union has - 7
.. .been developing a network of large surveillance radars (Dog

 House and Hen House) which will provide orbital search and
Tsystem is expected to become operational initially during 1966,

e ffantiesatellite interceptor system, it must be recognized that

'itsuchvan interceptor, 'based on a nuclear kill capability, can

’_or IRBM wvehicles. Such a development would parallel our own
~.development of the 437 satellite interceptor:and could be

accomplished in a'relatively short time. Im the longer range,

1]

but certainly by l970 75, a non-nuclear kill capability could

'Based on

50X1

~ ‘comes finer and finer, it becomes easier and easier, particularly

This_ff

;iAlthough»there“is no solid evidence of the existence of a SoViet;'

ireadily be developed by the Soviets through adaptation of MMRBM t.
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U, s. studies, it appears that.developmenﬁ of such a terminal

J}homing interceptor poses no particularlydifficultstechnologica;:'
:55 prob1ems and that such an inferceptor systeﬁ eoeld be ope;ated
'f at'a'eost‘per interceptor'considerabiyllass'thaﬁ the eosfef the.”"

_ reconnaissance satellite being destroyed.

d,  The present‘security'policieSmof the NRP, which

‘have been formulated to meef the requirements of national
A‘ﬂﬂ policy (as expressed in NSC action 2454), essentlally are
@2;:1ntended to minimize these: rlsks by tightly controlling all
_ . .information as to the existence,’the extent and the. successes - f::f“
fi:;of the NRP. These controls cover, among other elements,‘the
:w{ identity-and scope of Specific.observational and developmeﬁtal i
*e“programs,.the U.:S.;sfate-Of—the—art in observation sensors an@f;‘_
"4;75 related activi:y‘andvshe'quality and quantity of photography»i“?'v
Jﬁeing:obtainedf .The'proposed NASA program ﬁeuld‘certainly -
;ffldisclese at least the ssate-of—the—art.in observation sensors
'Txﬁ";and would‘probably_resplt in some furtherbleakage of informagionfw
i’;:concerning the existence and‘activities‘ef'the NRP. Such dis-gvh
1closure‘would,be eceurring welllin advance of any projected
t’f‘flight'dates through‘the media*ef NASA-sponsored symposia. on
:earth-sensing, requesfs for proposals, and requests fer:program'
”ff ﬂrecommendat10ns and endorsement which are W1de1y distributed

:throughout the sc1ent1f1c communlty. These act1v1t1es, Whlch ‘

10 o HANDLE Via

| BYEMANAALENTKEVHOLE - agren |
1N Y g
BONTROR BYSTEMS BRUE L for Release: 2017/02/06 CO5096229-




3 £33 o

3 3 3 €3

C 303

“ﬁf~vthe NASA program could be achleved earlxer and probably at

i 1ower cost through the use of alrcraft.h ~f'

iUi M
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‘are in most cases conducted prior to actual initiation of
. funded programs, have led to a series of proposed.studies,
. designs and experimental activities involving the use of recon=.

' naissance sensors in earth orbiting satellites. This has

resulted in wide-spread discussion and publication of earth-  "
sensing satellite potentials, as well as statements of needed
and obtainable equipment capabilities. NRP contractors have =

beenfamopg,those'solicited, since they are the obvious sources

L fr equipments of the kind desired.

a; Thus the risks to the securi ty and v1ab111ty of the

‘NRP which are engendered by the NASA program actually begin in
- the planning stage and 1ntenslfy thxough the process of unclassmfled
"hardware development on through to the flight phase, at which

- point the political'sensitivity is probably at a maximum. It

¥

. must also be recognizéd that the conduct of photographic activi-

ties from satellites implies;_in at least some degree, an interest¥,

. in denied territories, since it is apparent to those of even a

W“fmodicum of technical information that, where overflight,is not

‘denied, many of the hlgh resolutlon photographlc obgectlves of

O
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4, COSTS:
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a. Since satellite reconnaissance is probably the most . .

-7 important single U. S. intelligence source, it is difficult to '

¢“ ”‘assess an overall natiomal cost which would result from an

" international situation in which the U. S. no longer found it

: - possible to continue the program in its present form., At the =~

e

very best, there could result from international deliberatioms. ..

" an '"Open Skies' situation. At worst there could result a-

™. situation in which all satellite reconnaissance was subject to =

’

fospecific‘approval of photogtaphy by the nation overflown.

.. Between these limits lies a wide spectrum of possibilities.

- f

" In general, however, except for the establishment of an 'Open

. Skies'" doctrine, all possible consequences - involve either greater

'+ difficulties on the international scene for the U. S. or greater
 difficulties and costs in providing cover and continuing viability
o fbrxsatellite reconnaissance activities..

b. . The possibility that other nations will make increas= -

" ing use of passive control measures such as cover and camouflage
~could significantly decrease the intelligence value of information

obtained from satellite collection activities, especially for the

resolutions expedted to be obtained with the KH~8 this summer.
This in effect would negate*in part the effort. and resources

‘which have been expended ln the development of the KH= 8 systam.b'
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‘A similar but lesser effect would occur even for the products -
of the KH-~7 system. It should be noted that, even if we assume =

. that the Soviet Union is well aware of the quality of our

 present reconnaissance photography, Communist China and, many
. smaller nations are less likely to have such information in
-spite of the speculation on such matters which appears from'time )

.t time in the press. 1In any event, the publlc dissemination of

high resolution reconnaissance products contemplated 1n the NASA

:e ‘program would diSPell all doubt.

£

The effect of active countermeasures which, for the ..

e )
.

k**e‘neafjfuture, would probably be restricted to those undef:aken'
by eheJSoviet Union, could be ‘substantial. In ordef‘to‘apply
i,E3vulnerability-reducing‘measures which have been under development
by the NRb; a substantial reduction in other satellite payload o

must be accommodated. These vulnerability-reducing measures

' include 50X1

The‘

-~ amount of payload degradation would depend on the intensity of
the threat, but in general the reduction of normal on-orbit

payload equates to a reduction in number of days in orblt w1th

3 .

a consequent reductlon in total 1nte111gence collected ;In the

..

event that the Sovxets developed end employed a termlnal homlng

CE -
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satellite interceptor with conventional warhead in the 1970-75,,

~period, the U. S. could be involved in an expensive game of

. measure and countermeasure which could easily double or triple'

¥

- the cost of the present satellite reconnaissance program,.

d. Specific cost levels cannot be related directly to

' .leve1s'qf_di§closure.since even a partial disclosure might have

. the same éffecﬁ in.the international political arena as a full
‘-;disclosﬁre, Disélosure ihevitably faces the overflown nations
. ,with‘pressuresfto‘reactvwhich can move them to take unfavora%lél
'ipositions to the U. S. Nevertheless, it appears that the’conduct}'f
 of NASA satellite reconnaissance activities at resolufions no,  t,

better than thirty meters and in orbits below thirty degrees

would pose a minimum risk, and would in any event involve

minimum cost to the NRP with respect to possible active counter=-

.. measures since the Soviet Union would not be directly involved.”

Extension of NASA activities to include higher resolutions and

"% orbits of higher inclinations would increase the risks and
a_(potential cost to the U. S, In the extreme case, the U. S,

- might be faced with the alternatives of either continuing

the NRP and facing the disapprobatibn”bf world'opinion{or'dis-_.
continuing the NRP. -
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